
Empowering	  government	  to	  create	  be1er	  lives	  for	  more	  people.	  
Cloud	  Security	  101:	  	  

Why	  FedRAMP	  Ma1ers	  To	  You	  



2	  

TODAY’S	  AGENDA	  

A	  

B	  

C	  

CLOUD	  SECURITY	  	  
BOB	  AINSBURY,	  GOVDELIVERY	  

FEDRAMP	  &	  WHAT	  IT	  MEANS	  	  
MATT	  GOODRICH,	  GSA	  

GOVDELIVERY	  &	  FEDRAMP:	  STATUS	  &	  SECURITY	  PRACTICES	  	  
GERRY	  HANSEN,	  GOVDELIVERY	  

#GovD16	  

D	   Q	  &	  A	  



3	  

YOUR	  SPEAKERS	  TODAY	  

Bob	  Ainsbury	  

Chief	  OperaNng	  Officer	  
GovDelivery	  

MaF	  Goodrich	  

Director,	  Federal	  Risk	  and	  
AuthorizaNon	  Management	  

Program	  (FedRAMP)	  
GSA’s	  Office	  of	  CiNzen	  Services	  and	  

InnovaNve	  Technologies	  

Gerry	  Hansen	  

Vice	  President	  of	  Cloud	  OperaNons	  
GovDelivery	  



Security  @  GovDelivery
Bob	  Ainsbury,	  COO	  



Agenda







March 2008	  
SQL Injection	  

Data from 134	  million	  credit	  cards	  



Albert Gonzalez 



2006	   2016	  



h1p://www.informaNonisbeauNful.net/visualizaNons/worlds-‐
biggest-‐data-‐breaches-‐hacks/	  	  



Heartland Payment Systems is so confident in the security of 
its payment processing technology that, on Jan. 12, it 
announced a new breach warranty for its users. The warranty 
program will reimburse merchants for costs incurred from a 
data breach that involves the Heartland Secure credit card 
payment processing system. 
	  
	  

So, in January 2015 
Heartland made 
a breach 
warranty promise: 
 

Heartland Payment Systems suffered a major data breach that 
affected their payroll customers.	  

May 8th2015	  



SECURITY	  MATTERS	  MORE	  
THAN	  EVER	  

The	  Bo1om	  line	  :)	  



The	  Bo1om	  line	  :)	  

•  There were 50,315 reported public sector security 
incidents in 2015 alone. 

 
•  The average total cost of a data breach is $6,500,000. 

 
•  There was a 1,121% increase in federal agency security 

incidents from 2006 to 2014. 





Public sector agencies across the globe use our end-to-end solutions 

to connect with more of their citizens. Our customers use GovDelivery 

to increase digital engagement, grow their digital audience by cross-

promoting content, build communities around data, and create 

modern training experiences.	  

Bring agencies closer to their communities

…...digital	  technologies	  that	  dramaNcally	  increase	  public	  
parMcipaMon	  in	  government	  iniMaMves.	  



GovDelivery 
Communications

GovDelivery 
Learning

GovDelivery 
Data



GovDelivery 
Communications

GovDelivery 
Learning

GovDelivery 
Data

GovDelivery 
NETWORK



#	  Admins	  	   36,000+	  



#	  New	  Subscribers	  Each	  Day	   40,000+	  

Ten	  Mmes	  the	  employees	  of	  



Eyeballs	  on	  content	  in	  ’15:	  	   2	  Billion	  





Q4,	  2009	   NaNonal	  InsNtute	  of	  Standards	  and	  Technology	  ATO	  (FISMA	  LOW)	  	  

Q4,	  2009	   U.S.	  Census	  Bureau	  ATO	  (LOW)	  	  

Q1,	  2013	   ISO	  27001	  

Q2,	  2014	   Centers	  for	  Medicare	  and	  Medicaid	  Services	  (CMS)	  ATO	  (MODERATE)	  	  

Q1,	  2015	   U.S.	  Census	  Bureau	  ATO	  (MODERATE)	  	  

Q1,	  2016	   FedRAMP	  (MODERATE)	  	  





Two	  Data	  Centers	  



9	  TERABYTES	  of	  ?????	  

1100+	  virtual	  machines	  
2,500	  DNS	  entries	  

10,000+	  emails	  per	  second	  
Billions	  and	  billions	  per	  year	  



•  Advanced	  firewalls	  
•  SophisNcated	  DDoS	  Defenses	  
•  Two	  factor	  sign	  in	  
•  Intrusion	  detecNon	  
•  Package	  signing	  
•  Data	  encrypted	  in	  transit	  &	  at	  rest	  
•  20,000+	  different	  monitoring	  nodes	  
•  Monthly+	  scanning	  of	  all	  hosts,	  networks,	  applicaNons	  and	  

data	  bases	  
•  …....	  

Every	  employee	  is	  trained	  in	  security	  
The	  security	  team	  conducts	  phishing	  test	  and	  random	  audits	  
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FedRAMP	  and	  Why	  It	  Ma1ers	  
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Presented	  by:	  MaFhew	  Goodrich	  
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FedRAMP	  and	  Why	  It	  Ma0ers  
FedRAMP:  Overview 

•  FedRAMP  was  established  via  OMB  Memo  in  December  2012.
•  FedRAMP  is  the  first  government-‐wide  security  authoriza9on  program  for  FISMA  –  mandatory  for  

all  agencies  and  all  cloud  services
•  FedRAMP’s  framework  is  being  modeled  in  other  government  security  programs  (mobile,  data)  

and  by  other  countries  (UK,  EU,  China)
•  FedRAMP’s  focus  is  to  ensure  the  rigorous  security  standards  of  FISMA  are  applied  while  

introducing  efficiencies  to  the  process  for  cloud  systems,  key  of  which  is  re-‐use
•  Conserva9ve  cost  es9mates  for  FedRAMP  is  $40M  for  the  government  alone

Before  FedRAMP With  FedRAMP
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•  December	  8,	  2011	  Policy	  Memo	  from	  
OMB	  

•  Requires	  agencies	  to	  implement	  
FedRAMP	  

•  Established	  roles	  and	  responsibiliNes	  
within	  FedRAMP	  

•  GSA,	  DOD,	  DHS	  CIOs	  are	  the	  governing	  body	  
called	  the	  Joint	  AuthorizaNon	  Board	  (JAB)	  

•  GSA	  would	  host	  FedRAMP	  Program	  
Management	  Office	  

•  DHS	  would	  coordinate	  the	  conNnuous	  
monitoring	  and	  other	  acNviNes	  

•  Agencies	  must	  implement	  FedRAMP	  and	  require	  
with	  vendors	  contractually	  

32	  32	  

FedRAMP	  and	  Why	  It	  Ma0ers  
How  FedRAMP  Is  Enforced  in  the  USG	  
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FedRAMP  fits  within  the  same  framework  agencies  are  using  
currently  to  provide  security  authoriza9ons  of  IT  services  

§  FedRAMP  is  how  agencies  implement  FISMA  
for  use  of  cloud  based  IT  products  and  
services

§  Essen9ally,  FedRAMP  is  a  supplemental  policy  
to  OMB  A-‐130  for  security  authoriza9ons.  

§  Agencies  are  s9ll  required  to  grant  individual  
authoriza9ons

FedRAMP	  and	  Why	  It	  Ma0ers  
FedRAMP  USG  Policy  and  Legal  Framework	  
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FedRAMP	  SAF	  
Process	  

NIST	  SP	  800-‐37	  Step	   FedRAMP	  Standard	  

Document	  

1.	  	  Categorize	  System	   Low	  and	  Moderate	  Impact	  Levels	  

2.	  	  Select	  Controls	   Use	  FedRAMP	  Control	  Baselines	  for	  Low	  and	  Moderate	  
Impact	  Levels	  

3.	  	  Implement	  Security	  
Controls	  

Use	  FedRAMP	  templates	  
ImplementaNon	  Guidance	  in	  “Guide	  to	  Understanding	  
FedRAMP”	  

Assess	   4.	  	  Assess	  the	  Security	  
Controls	  

FedRAMP	  accredits	  3PAOs	  
3PAOs	  use	  standard	  process	  and	  templates	  

Authorize	   5.	  	  Authorize	  the	  System	   ATOs	  with	  JAB	  P-‐ATO	  or	  Agency	  ATO	  
CSP	  Supplied	  packages	  

Monitor	   6.	  	  ConNnuous	  Monitoring	   Use	  ConNnuous	  Monitoring	  Strategy	  and	  Guide	  

34

FedRAMP	  and	  Why	  It	  Ma0ers  
FedRAMP  SAF  /  NIST  RMF  Comparison	  
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•  Preparedness	  
– DocumentaNon	  effort	  requires	  1000+	  pages	  
– Over	  15	  documents	  necessary	  to	  complete	  the	  authorizaNon	  
– DocumentaNon	  covers	  not	  only	  implementaNons,	  but	  internal	  policies	  and	  procedures	  –	  many	  Nmes	  
needing	  to	  be	  updated	  to	  address	  unique	  requirements	  of	  FedRAMP	  

– SomeNmes	  technical	  or	  architectural	  consideraNons	  

•  Time	  Commitment	  for	  AuthorizaMon	  
– AuthorizaNons	  typically	  take	  minimum	  of	  6	  months	  to	  complete,	  average	  is	  12	  
– CompleNng	  a	  redesign	  of	  this	  to	  bring	  down	  to	  less	  than	  6,	  but	  sNll	  a	  large	  commitment	  

•  Assessment	  Cost	  
– Assessments	  by	  3PAOs	  typically	  covered	  by	  CSPs	  
– Costs	  range	  from	  80k	  to	  6+	  figures	  depending	  on	  size,	  scope,	  complexity	  
	  

•  ConMnuous	  Monitoring	  Commitment	  
– FedRAMP	  is	  not	  a	  project	  –	  it’s	  a	  program	  and	  requires	  resources	  to	  not	  only	  get	  an	  authorizaNon,	  but	  
to	  maintain	  an	  authorizaNon	  

35	  35	  

FedRAMP	  and	  Why	  It	  Ma0ers  
Effort  and  Resources  Required  by  Vendors	  
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•  Federal	  Mandate	  
– Required	  by	  White	  House	  policy	  
– Agencies	  have	  to	  do	  it	  –	  and	  if	  they	  don’t	  they	  have	  to	  answer	  to	  the	  White	  House	  as	  to	  why	  

•  Uses	  ExisMng	  Processes	  
– Agencies	  and	  industry	  are	  familiar	  with	  FISMA	  –	  its	  been	  the	  law	  since	  2002	  
– Use	  the	  same	  framework	  as	  other	  types	  of	  IT	  
– “NormalizaNon”	  to	  increase	  reuse	  and	  trustworthiness	  of	  security	  packages	  

•  Transparency	  
– FedRAMP	  makes	  all	  requirements	  publicly	  available	  on	  FedRAMP.gov	  
	  

•  Consensus	  and	  Stakeholder	  Buy	  in	  Approach	  
– Every	  standard	  FedRAMP	  creates	  –	  goes	  through	  some	  type	  of	  public	  comment	  allowing	  everyone	  to	  
have	  input	  and	  ownership	  of	  the	  program	  

•  FedRAMP	  Branding:	  Service	  Mark	  
– “FedRAMP”	  is	  service	  marked	  
– Gives	  the	  name	  meaning	  and	  power	  –	  not	  anyone	  can	  use	  it	  	  

36	  36	  

FedRAMP	  and	  Why	  It	  Ma0ers  
Why  It  Works	  



Security  @  GovDelivery
Gerry	  Hansen,	  VP	  Cloud	  OperaNons	  



What  FedRAMP  means  to  you?





Three  Paths  to  FedRAMP  Authoriza9on

A JAB Provisional Authorization is the most 
rigorous technical review of the three options. 
A JAB Provisional ATO (P-ATO) indicates that 
the cloud platform has undergone a technical 
review by the FedRAMP Project Management 
Office (PMO) and has been assessed by a 
FedRAMP accredited third-party assessor 
(3PAO), representatives from the 
Department of Homeland Security (DHS), 
Department of Defense (DoD), and the 
General Services Administration (GSA). 

JAB	  

AGENCY	   CSP	  
Supplied	  
Package	  

Going	  away	  on	  April	  29,	  2016	  

Two	  



Agency	  Responsibility	  Matrix	  





•  Ensure	  password	  updates	  every	  60	  days	  
•  Client	  administrators	  are	  responsible	  to	  

authorize	  and	  review	  their	  accounts,	  privileges	  
•  Agency	  computer	  screen	  locking	  
•  Agencies	  should	  provide	  security	  awareness	  

training	  and	  annual	  refresher	  training	  to	  their	  
employees	  

•  Administrator	  screening	  



•  Review	  your	  account	  
•  Explain	  your	  responsibiliNes	  
•  Work	  with	  you	  to	  develop	  a	  
compliance	  path	  



Quarterly	  Updates	  

•  List	  of	  Admins	  
•  Info	  on	  restricted	  topics:	  adds,	  changes,	  acNvity	  
•  Failed	  login	  a1empts	  
•  Browser	  admin	  Nmeouts	  
•  Admins	  with	  changed	  email:	  	  email	  other	  than	  agency	  
•  Incident	  summary	  for	  the	  prior	  quarter	  
•  Your	  admin	  acNvity	  stats	  
•  Access	  excepNons:	  weekend,	  off	  hours,	  holidays,	  etc.	  
•  IP	  Analysis:	  which	  countries,	  atypical	  IP	  addresses	  	  
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QUESTIONS?	  

Bob	  Ainsbury	  

Chief	  OperaNng	  Officer	  
GovDelivery	  

MaF	  Goodrich	  

Director,	  Federal	  Risk	  and	  
AuthorizaNon	  Management	  

Program	  (FedRAMP)	  
GSA’s	  Office	  of	  CiNzen	  Services	  and	  

InnovaNve	  Technologies	  

Gerry	  Hansen	  

Vice	  President	  of	  Cloud	  OperaNons	  
GovDelivery	  
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GRAB	  YOUR	  CELL	  PHONE	  -‐	  TEXT	  TO	  FILL	  OUT	  A	  QUICK	  SURVEY!	  	  
HOW	  WAS	  TODAY’S	  

EVENT?	  	  
(A	  =	  GREAT;	  B=GOOD;	  
C=OKAY;	  D=BAD)	  

	  

571-‐620-‐6522	  
	  



THANK	  YOU	  FOR	  
YOUR	  TIME	  


