GovDelivery is

FEDRAMP COMPLIANT

Why does that matter?

GovDelivery is already used widely across

'/ Federal government so the FedRAMP JAB

, authorization will streamline ongoing security

approvals for many agencies. In addition, our

Fed RAM P team here at FedRAMP will be using GovDelivery
Federal Risk Authorization Management Program to communicate with stakeholders.

- FedRAMP Director Matt Goodrich

-@ WHAT IS FEDRAMP?

The Federal Risk and Authorization Management Program (FedRAMP) is the first
government-wide security authorization program, mandatory for all agencies and
all cloud services, that provides a standardized approach to security assessment,
authorization and continuous monitoring.

This framework saves time and staff required to conduct redundant agency security
assessments. Being FedRAMP compliant means a cloud computing system has
established and documented a highly secure environment that has withstood
comprehensive, rigorous review before federal agencies are authorized to engage the
system.

- GOVDELIVERY'S COMMITMENT TO SECURITY

We started the rigorous process to become the first and only FedRAMP compliant digital
communications platform back in 2013.

Currently, only 21 companies in the world have received approval at the Joint
Authorization Board (JAB) level, comprised of Chief Information Officers (CIO) from the
General Services Administration (GSA), Department of Defense (DOD) and Department
of Homeland Security (DHS).
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GOVDELIVERY'S SECURITY COMPLIANCE PROGRAM

GovDelivery Communications Cloud customers can take the necessary steps on their
end to become FedRAMP compliant as an additional part of the implementation
process. Customers will receive hands-on guidance, training and recommendations for
integrating security requirements into their existing business process. Security features
and services that are available to program participants include:

e Two-Factor Authentication, IP Restrictions, Password Complexity/Age/Re-use
configuration, FedRAMP flag upon login, etc.

Administrator Security Controls and Personalized Configuration

Rollout and Adoption Strategy

Ongoing Security Awareness Training

Quarterly System Security Reports

I KEY BENEFITS TO YOU

You meet requirements of a Federal Mandate.
Agencies must purchase cloud services from FedRAMP-compliant CSPs.

It saves you money.

By not having to hire your own auditors or having your employees spend days reading
GovDelivery documentation, you can save money by simply reviewing the FedRAMP
package and issuing your own Authority to Operate (ATO) based on that.

Ongoing compliance is covered by the FedRAMP JAB.
Monthly reviews provide the reassurance that their data is secure and can promote that
to your end users.

It streamlines the process.

By leveraging the FedRAMP issued P-ATO, you're able to quickly issue your own ATO
for GovDelivery because you can simply review the documentation from the FedRAMP
repository as opposed to having to coordinate audit schedules, review results, and keep
track of open issues.

It spells out your responsibilities.
Our FedRAMP package ensures that you know what's required of your agency to help
maintain the security of your data.

Learn more about our security best practices

[ @ govdelivery.com/security ] [ ><] info@govdelivery.com ]
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